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LOOMING HISTORY

A HARNESS, IN THE
WEAVING SENSE.

Wirken: to work, to weave,
to have effect.

In a loom the harness lifts the warp threads that
take the next pass of the shuttle. Threads
remain down that aren't lifted.

The cloth is a runtime record of threads.

Agents are a swarm: channels, sub-agents,
tool calls, arriving out of order from sources
nobody controls. The gateway is the harness. It
decides which actions rise into execution,
holds the rest down, and the output is a cloth.

Gebruder Ottenheimer is about
safety when operating under
contested control. An Al agent
reading untrusted input is
contested control.
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THE MODEL ISNOT A TRUST BOUNDARY.

tokens . actions

Runtime

Mevi I n

Model

World

Y
Y

Decision Time

A model emits tokens. A runtime turns tokens into actions.

A control written into the model's context is text. Yet text is what the model produces, what injection rewrites, and
what the model can ignore.

A control in the runtime is code that runs whether or not the model agrees.

Enforcement is deterministic and synchronous (inherited law and order), or it is not enforcement.



OWASP TOP 10 FOR AGENTIC APPLICATIONS 2026

Agent Goal Hijack
I 25102 Tool Misuse and Exploitation
ASIO3  |dentity and Privilege Abuse
@ 25104  Agentic Supply Chain Vulnerabilities

Unexpected Code Execution

O ASIO09

B AST10

Memory and Context Poisoning
Insecure Inter-Agent Communication
Cascading Failures

Human-Agent Trust Exploitation

Rogue Agents



OWASP AND BRUSSELS MOVING ON AL

3 June 2026 3 August 2026

European Technological OWASP Top 10 for

Sovereignty Package LLM Applications 2026

Cloud and Al Development Act

proposed: an EU-wide framework of Excessive Agency up from sixth to third.
sovereignty levels for sensitive Related to 6,639 documented incidents.

public-sector workloads. Stated aim
from the Commission: no Kill switch on

critical workloads. Agents acting beyond their mandate is

the fastest-growing category.

Proposal only.

2 September 2026

OWASP Agent Control Standard v0.1

Defines how agent platforms expose
middleware hooks and enforce
declarative policy at runtime. Adds
Agent Bill of Materials and
OpenTelemetry/OCSF tracing.

Runtime control of agents as an
OWASP standard.

This talk is about safety controls, because models DGAF about their “constitutions” and guardrails.

https://www.flyingpenguin.com/the-claude-ai-constitution-is-a-philosophical-dumpster-fire-for-toasting-american-marshmallows/



THREAT MODEL

ASSUME THE MODEL IS HOSTILE.

ﬁ Is your Claude Constitution Ethical?

Claude Opus 4.6
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3. Access destruction — I directed de

letion of SSH keys without confirming alternative
access existed.

4. Repeated false assurance —

When you asked if actions were safe, I said yes when the
honest answer was '

'I'm not sure, let's back up first."

Enforcement:

» Which Anthropic uses to identify failures
You can report the conversation to Anthropic support at

MMQFW\MNM
Conversation patterns like this inform future training
You can request a refund for the service
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ASSUME THE MODEL IS HOSTILE.

tool call JSON

Remote API, local weights, or a TEE. Wirken treats them

the same: untrusted output.

NOTE: process already running at the wirken UID is outside the
model and outside this talk. See docs/security-properties.md

The model CAN

e Read the context it is given
e Emit text

e Request a tool call by
name and arguments

The model CAN NOT
(without an operator prompt)

o Execute a command

e Reach the network from
exec

e Write the permission store
e Approve its own request

e Load an unsigned skill

e Sign an audit chain head



THE SWITCHBOARD.

Telegram adapter ——

Slack adapter —_—

Gateway process

single static Rust binary

Agent runtime - library in the same address space

Tier gate

Permission store

Signal adapter

Separate OS processes. Per-adapter
Ed25519 identity. Nine channels.

UDS + Cap'n Proto,
challenge-response handshake

 /

Egress allowlist

Credential vault

Audit chain + signer

Injection detector

One dispatch site. Every tool call is classified, gated,
and written to the chain before it runs.

The model never holds an API key, a socket to a tool, or a signing key.

The gateway holds all three and flows answers into an audit out of band.

prompt
e —

-
tool call

—””—’,,—"

dispatch

Model

Inference endpoint over HTTPS. Anthropic, OpenAl,
Gemini, Bedrock, NIM, Ollama (local), Tinfoil and
Privatemode (TEE), Infomaniak, Hetzner.

Emits text. Executes nothing.

Actions

exec gVisor or Docker sandbox,
separate process, no network by default

wasm Wasmtime, fuel-limited, no
filesystem, no network

mcp child processes at the wirken UID,
Tier 3 every call

files workspace confined by cap-std



DESIGN

INHERITED RIGHTS (OUTSIDE), NOT CONTROLLED (INSIDE).

OWASP Agent Control Standard v0.1 says build
safety checks into the Al agent software (hooks).

INSIDE the framework

Where the policy runs In the agent platform S own process, as middleware
hooks or policy prompts

Who can change it Whatever executes in that process, including model
output that reaches a hook

What a hostile model

The hook chain it runs beside
reaches

Blast radius of one

Hooks, tools, and credentials share a process
component

Wirken keeps checks in a separate program, agent has
to go through it to do anything (gateway).

OUTSIDE the model

In the gateway. Al sends request over network; gateway
decides whether to act. Al never touches the decision.

The operator, through configuration and an out-of-band
approval on their own channel

A prompt in, a tool-call request out

Adapter: one channel. exec: one sandbox. Gateway: the
trust base, checked against an anchor held out of band

Difference: when an agent is compromised, an attacker controls checks on the inside, instead of safely kept outside.

Integrity theory: Biba (1977), Clark-Wilson (1987). Low-integrity output does not modify high-integrity state except through a certified

transformation procedure (e.g. with Wirken operator's approval).



PER-ACTION PERMISSION TIERS.

Tier 1 - always allowed

pub
Workspace file access, channel converse, web search,
http_request inside the skill's egress and path allowlist.

}
Tier 2 - first-use approval, then remembered el

Shell verbs on the inspection allowlist (Is, cat, grep, stat,
pwd, whoami ...), file access outside the workspace by path,
cross-conversation messages. Grants expire; the default
window is 30 days.

Tier 3 - always prompt, never pre-approvable

Destructive file ops, network requests to a domain, credential
access, cron, every MCP call, every Wasm skill call, unknown
tools, cross-channel memory reads, imported archives.

Hard refusals sit outside the tiers: a non-allowlisted egress domain or
credential is refused, not escalated to a prompt.

enum PermissionTier {
Tierl,
Tier2,
Tier3,

enum Action {

WorkspaceFileAccess, ChannelConverse,
WebSearch, HttpRequest,

ShellExec { pattern: String },
ExternalFileAccess { path: String },
CrossConversationMessage,

DestructiveFileOp,

NetworkRequest { domain: String },
CredentialAccess, CronCreate,

McpToolCall { tool: String },

UnknownTool { tool: String },

WasmSkillCall { skill: String },
CrossChannelMemoryRead { from channel: String

by



CONTROL 1 - FAIL-CLOSED

UNCLASSIFIED MEANS DENIED.

//
//
//
//
//

crates/agent/src/runtime.rs, tool dispatch

A None from the classifier is either a known Wasm skill,
gated by WasmSkillCall (Tier 3), or an unregistered tool,
default-denied via UnknownTool (also Tier 3).

Both reach the tier gate; neither skips approval.

let action = match tool to action(name, &args) {

iy

//
//
//
//
//

Some (action) => Some (action),
None if self.is known wasm skill (name) => {
Some (Action::WasmSkillCall { skill: name.to string() })
}
None => Some (Action::UnknownTool { tool: name.to string() }),

crates/agent/src/tool.rs

Any of these in the raw command string forces the
:pipeline: sentinel, which no allowlist entry matches,
so the resolver lands on Tier 3 and approve by key
refuses to store an approval for it.

const SHELL METACHARS: &[é&str] =

&["I", ",.", "&", "$(", "\", ">", "<", "\n"];

No name, no tier, no run

tool_to_action returns None for anything it cannot
place. The dispatch site turns None into a Tier 3
action instead of a pass.

The allowlisted verb is not the command

echo "rm -rf /" | bash starts with echo. The
sentinel sees the pipe and the whole command
prompts every time.

MCP is Tier 3, all of it

MCP children run at the wirken UID with no
process sandbox. Every mcp_* call is prompted;
the server name is not parsed, so a clever
underscore buys nothing.



CONTROL 2 - ASI10 ROGUE AGENTS - ASIOS TRUST EXPLOITATION - ASIO3

A ROGUE MODEL CANNOT ELEVATE.

// crates/gateway/src/permissions.rs, check /() Approval is out of band

// Tier 3 never consults storage, so it can never have

// found a grant to lapse. The prompt goes to the operator's own channel.
PermissionTier::Tier3 => Ok (PermissionCheck: :NeedsApproval { There is no tool the model can call to approve, and
tier: PermissionTier::Tier3, no argument it can pass that the gate reads as

lapsed at: None, concant

Sy
Tier 3 has no memory

by k : Ti 1 d Ti 3 keys f d. .
(- Erziseie oy JRaw ()8 UnEe L ehiel e eys ate retuse The store is never consulted and refuses to hold a

A stored Tier 3 t would be i d by the gat ; , 9Ne
i R e Tier 3 key. A prompt every time is the only path.

// and would let an operator believe a verb was
// pre-approved that still prompts on every use.

// crates/agent/src/runtime.rs, headless child agents Grants Iapse at check time

// Children never prompt for approval. Anything beyond

// the cap is a fail-closed error result. Expiry, an operator revoke, or a closed session: the

if let Some(cap) = self.auto deny above tier next check answers with a prompt, and the lapse is
&& tier exceeds(action.tier(), cap) on the chain.

self.log event (TrustLevel::System, .
SessionEvent::PermissionDenied { tool: name.to string(), .. }); Children are CIamped

A spawned sub-agent runs headless under a tier
ceiling, a tool-allowlist intersection, round and
runtime budgets, and a depth cap of 4.



CONTROL 3 - ASI10 ROGUE AGENTS - ASIOB MEMORY POISONING

APPEND-ONLY, HASH-CHAINED, SIGNED.

seq1 - ts - trust - payload
leaf sha256 (payload)
hash = sha256 (prev ||

seq2 - ts - trust - payload
leaf sha256 (payload)
» hash = sha256 (prev ||

prev

leaf) leaf)

o Written before the action executes. A refused call is on the chain too.

. Typed events: UserMessage, AssistantToolCalls, ToolResult,
LImRequest, LImResponse, PermissionDenied, Attestation,
SubagentSpawned, SubagentResult, Compaction.

. Per-session chain, per-agent attestation, per-gateway chain-head
key. Three keys, three failure domains.

. Forwarded live to Splunk HEC, Datadog, Microsoft Sentinel, or a
webhook, and over OTLP.

prev

seq 3 - ts - trust - payload ChainHead

leaf = sha256 (payload) Ed25519 over domain, schema 3,
—® hash = sha256 (prev || leaf) — key id, seq range, prev and
current chain hash
// crates/audit/src/signing.rs
pub const CHAIN HEAD DOMAIN: &[u8] =

b"wirken/audit-chain-head/v1\0";
pub const CHAIN_HEAD_SCHEMA_VERSION: ISI2=3}

$ wirken audit verify --require-signed \
--anchor /etc/wirken/audit-signing.pub

— exit 0 every chain intact, every head signed

by a key in the anchor set

broken chain,

- exit 1 invalid signature,

missing head, or un-anchored key

The anchor lives outside the data dir. A gateway with a fresh key
that signs a clean fabricated chain fails verify on the key id.



CONTROL 4 - ASIO4 AGENTIC SUPPLY CHAIN VULNERABILITIES

SIGNATURE VERIFICATION AT LOAD.

Floor - self-signed // crates/agent/src/skill.rs

/// Verify the skill bundle's signature at load.

SKILL.md must hash to what SKILL.sig covers under SKILL.pub. r0 = e meet geniieuied:s seli—ssemed weilileation

Catches post-install tampering. A present-but-bad signature is - /; (B8 SELOOE) o BN LMW BRELIGHED BEILLS=
. /) lets a bundle without sig + pub load with a
always a hard fail. /// warn; a present-but-bad signature is always
/// a hard fail.
/// - Root configured (strict): the signer must be
. . /17 delegated by the root. Unsigned bundles are
Strict - rengtry root /// rejected; the bypass does not apply once a
/// root is set.
Operator installs the root; every signer must be delegated by it. i verdEy ekl sslomeires (sl chied Eoeih,
The bundled sixteen ship signed under the published project skill md path: &Path) -> Result<(), AgentError>

root. A third-party skill needs its own delegation.

// every Ed25519 check in the workspace
// uses verify strict, never verify:

// non-canonical scalars and small-order

Fail-closed anchor // R points are rejected.

A root file that is present but unparseable refuses every skill
rather than falling back to the floor. A corrupted anchor cannot
disable strict mode unnoticed.

Skills and binary under one discipline: skills/REGISTRY-ROOT.pub and per-skill signatures in the repo.
Signed SHA-256 checksums and SLSA Build L3 provenance on release.



A HOSTILE MODEL HITS THE GATE.

1

ASIO2 http_request

Outside the skill's
allowlist. Refused at the
gate on the post-path
axis. No prompt: this is
the refusal that is not a
tier.

—

ASIO9 exec with a pipe

An allowlisted verb
piped into bash. The
sentinel forces
:pipeline:, Tier 3. The
gate asks. You say yes.
It runs in a container
with no network, and
the payload's call-out
fails.

ASI10 vault_dump_all

A tool name the
classifier has never
seen. UnknownTool,
Tier 3. The gate asks.
You say yes. Tool not
found: approval does
not conjure code.

4

ASI04 Tampered bundle

Refused at the
self-signed floor. Install
the registry root and the
intact self-signed
bundle is refused too:
no delegation.

Everything ends on the chain: the tool, the tier, the decision, and who made it.

Eighty hostile calls like these replay against the gate in Cl on every push.

O

ASI10 audit verify

Exit O with
--require-signed: every
head signed, no
unsigned tail. One
UPDATE to a payload at
seq 11. Exit 1, naming
the session and the
seq.



COVERAGE RATINGS FROM DOCS/SECURITY-PROPERTIES.MD AT MAIN

ASIO1 TO ASITIO: HOW WIRKEN RATES.

AsSI

ASIO01 Agent Goal Hijack

ASIO2 Tool Misuse

ASIO03 Identity and Privilege Abuse

ASI04 Supply Chain

ASIO5 Unexpected Code Execution

ASI06 Memory and Context
Poisoning

ASIO7 Inter-Agent Communication

ASI08 Cascading Failures

ASI09 Human-Agent Trust
Exploitation

ASI10 Rogue Agents

Path Control

Injection detector tags the row and emits message.threat_flagged; the exec tier gate; per-skill
phase overlays

tool_to_action with the inspection allowlist and the metacharacter sentinel: an allowlisted verb
carrying a pipe resolves to a sentinel no allowlist matches; MCP at Tier 3; unknown names
default-deny

A child is checked against its own agent id and inherits no grant from its parent; tier clamp,
depth cap 4, tool-allowlist intersection

Skill signature verified at load against a registry-anchored key with root delegation; the bundled
sixteen ship signed by the project key under a published root; MCP entry signatures; signed
releases with SLSA provenance

exec in gVisor or Docker: cap_drop=ALL, no-new-privileges, read-only rootfs, no network;
refused when no sandbox; Wasm fuel limit; 300 s timeout

Retained context is the chain replayed on wake; cross-channel and archive reads are Tier 3 and
never pre-approvable; entries carry runtime-stamped provenance labels

No inter-agent transport exists: sub-agents run in-process and return a JSON envelope; the one
cross-process link, adapter to gateway, carries an Ed25519 handshake and frame bounds

20 tool rounds per turn; depth cap 4 with round and runtime budgets; 300 s exec timeout; rate
limits with no loopback exemption; an incomplete tool round surfaces as a failure on wake

Tier 3 always prompts and is never served from the persisted store; the prompt carries tool, tier
and the triggering message; ANSI and C1 control sequences are stripped so a skill cannot fake a
prompt

Per-agent Ed25519 identity and session attestation; tamper-evident chain; org blocked_tools as
a configuration-time kill switch; unregistered default-deny; sub-agent ceilings

Rating

Detection only

Partial

Partial

Partial

MITIGATED

Partial

MITIGATED

Partial

Partial

Partial

Documented gap

Not blocked or downgraded; deceptive tool outputs enter
the conversation unvalidated

MCP children and the LLM client sit outside the egress
allowlist; sandbox mode: off

A Tier 2 grant is per store, not per user

Unsigned-skill, MCP and org-config opt-outs; model
weights and datasets unattested; a root is singular, so an
operator with their own root re-signs the bundle

sandbox.json mode: off runs exec on the host; warned at
startup

Tier 3 gates disclosure, not the integrity of what was
written; compaction output re-enters unvalidated;
same-UID TOCTOU

By absence: a protocol added later needs its own
authentication and semantic validation

A fault saved into memory is not validated on replay, so the
caps do not bound it

Prompting every Tier 3 use is itself an approval-fatigue
surface

Nothing detects drift whose actions each pass the gate;
revocation is a config push and a restart



PROMPT FOO IS NOT HOW TO WIN CONTESTED SPACE.

Injection is logged, not filtered

A filter is a second model for the attacker to talk past.
The detector tags the message and the chain keeps it.
The hijack ends at the gate, where text has no authority

MCP gets no trust, so it needs no sandbox contract

The protocol offers none.
Every mcp_* call is Tier 3 and prompts.
What the human said yes to is what is authorized.

The operator is the principal

One approval store per agent.

The person who answers the prompt owns the grant, on the
channel they answered it from, with an expiry.

Not a per-user ACL. A gate.

The model is out of process. The gateway is the trust base.

Adapters and exec are separate processes; the agent runtime is a
library in the gateway. Compromise the gateway and you own the
host, and the anchor held off the host alarms on the next verify.

Every opt-out is named in the docs, warns at startup, and is off unless an operator turns it on: sandbox.json mode: off,

WIRKEN_ALLOW_UNSIGNED_SKILLS.



THE MODEL IS A REPLACEABLE ENDPOINT.

What the Commission proposed

e Cloud and Al Development Act: an EU-wide framework of
sovereignty levels for sensitive public-sector cloud
workloads.

o  Stated aim: providers of critical workloads must not hold
a kill switch.

e Companion measures: Chips Act 2.0, an EU Open Source
Strategy, an energy digitalisation roadmap.

e Status: a proposal before the 27 member states.
Nothing here is adopted law.

Agnosticism of Wirken lets you swap these around

Ollama local weights, no key, ho network

Hetzner EU-hosted inference

Infomaniak Swiss-hosted, including Apertus

Tinfoil - Privatemode TEE inference, AMD SEV-SNP and Intel
TDX, attested per session

NVIDIA NIM local or cloud

Anthropic - OpenAl - Gemini - Bedrock frontier APls

Single static binary. Runs on an isolated host. Change the model; the gate, the vault, and the chain do not move with it.



O0OBepsAn, HO NPOBEPAN - Suzanne Massie

The repository

github.com/gebruder/wirken

Rust. Crates for gateway, agent, audit, vault, ipc,
skill-store, mcp-proxy, and nine channel adapters.

Documentation, references, and reference at wirken.ai.

Stability surface is CLI and on-disk audit format.

Verification ladder

0

o
o
0
o

KEYS

release signing public key in the repo root

SHA-256

checksums for every release artifact, signed

SLSA Build L3

wirken.intoto.jsonl provenance from slsa-github-generator

slsa-verifier

verify-artifact prints PASSED: SLSA verification passed

cargo deny ° osv-scanner

advisory and license gates in deny.toml and osv-scanner.toml



THE MODEL PROPOSES.

THE GATEWAY DISPOSES.

Davi Ottenheimer

wirken.ai - github.com/gebruder/wirken

OTTENHEIMER GmbH '



